CCNA Exploration Chapter 7 RIP v2. Study questions. 
7.1

Where would RIP v2 be a suitable routing protocol to use?

On small networks with a simple structure where a simple routing protocol is wanted. It is particularly useful where equipment comes from more than one manufacturer as it is widely available in router operating systems.
What features does RIP v2 have in common with RIP v1?

Metric is hop count, maximum 15 hops.

Sends the full routing table in updates every 30 seconds by default.

Uses triggered updates for faster convergence.

Uses the same timers, including holddown to prevent routing loops.

Uses split horizon to prevent routing loops.

Uses route poisoning and poison reverse to prevent routing loops.

How does RIP v2 differ from RIP v1?

It is classless, supports VLSM.

Next-hop addresses included in the routing updates

Uses multicast addresses instead of broadcasts in sending updates

Can support authentication 

Which IP addresses are private addresses?

10.0.0.0/8 (10.0.0.0 to 10.255.255.255)
172.16.0.0/12 (172.16.0.0 to 172.31.255.255)

192.168.0.0/16 (192.168.0.0 to 192.168.255.255)

Why is it permissible to use the public addresses 209.165.200.224/27, 209.165.201.0/27 and 209.165.202.128/27 in Cisco labs?

These public addresses belong to Cisco and have been designated for educational purposes. They are used where it would be unrealistic to use a private address.

What is a loopback interface? How is it useful in a lab?
It is a virtual interface, not a physical interface, and exists only in the software. It can be configured with an IP address, it can be pinged and it can be included in routing tables. It is useful for simulating networks where there is not enough lab equipment or router interfaces to build all the required networks.

A static route is configured with:
R2(config)#ip route 192.168.0.0 255.255.0.0 Null0.

What happens to packets addressed to the 192.168.0.0/16 group of networks?

They are dropped because the static route leads to the null interface.
Why is this static route to a null interface used in the lab?

The networks do not exist, but the lab needs a simulation of this summarised route (supernet) to explore routing behaviour. A static route needs to be configured and lead to an active interface in order for it to appear in the routing table. The null interface is always “active” even though it does not really exist physically.

What might be a practical use of a null interface in a real network?
Undesirable traffic could be directed to the null interface so that it is discarded.

What command is used to propagate a static route between routers using RIP?
Redistribute static

How was it possible to define a new version of RIP that includes additional information in routing update messages?
Some of the RIP v1 message fields were deliberately left set to zero so that there was room for expansion later by using these fields.
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The routers are running RIP v1. Why does router B have problems sending packages to 172.17.6.0/24 and 172.17.7.0/24?
172.17.6.0/24 and 172.17.7.0/24 are discontiguous subnets. They are separated by subnets of 172.16.0.0, which is a different major network. Router B receives a route to 172.17.0.0/16 from A. It receives an equal cost route to 172.17.0.0/16 from C. It will attempt to load balance using both routes. Some packets will be sent in the right direction but others will not.
Will router A (in the diagram) have a route to 172.17.7.0/24 in its routing table?
No. Router A does recognise that 172.17.0.0 is subnetted with mask /24 because one of its own interfaces is configured with a /24 subnet. It sends summarised information about 172.17.0.0 to router B. Router B will not send any information about 172.17.0.0 to router A because of the split horizon rule. Router A has no way of knowing that other subnets of 172.17.0.0 exist.
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The router is running RIP v1. It sends information about 192.168.1.64 in its routing updates through Fa0/0. Why does it not send information about 192.168.1.96?

The subnet attached to Fa0/0 has a /27 mask. The router will send information about other subnets of the same major network (192.168.1.0/24) through Fa0/0 as long as they use the same /27 mask. Information about 192.168.1.96 will not be sent because it has a different subnet mask. VLSM has been used and RIP v1 does not support VLSM.
A router is configured with static routes to 172.18.0.0/16, 10.10.0.0/16 and 192.168.0.0/16. These static routes are redistributed via RIP v1 across a link which is a subnet of the 172.16.0.0 network. Which routes will be sent to the neighbouring router, and what subnet masks will the neighbouring router apply to these routes?
172.18.0.0 will be sent and the neighbour will apply the /16 mask since this is the default class B mask.

10.0.0.0 will be sent and the neighbour will apply the /8 mask since this is the default class A mask.

Summary route 192.168.0.0 will not be sent. The default class C mask is /24 and the summarised mask of /16 is smaller than this. RIP v1 cannot manage summarised routes (CIDR). 
How are RIP v2 messages encapsulated?
In UDP segments, the same as RIP v1 messages.

How many routes can a RIP v2 message carry?

Up to 25, the same as RIP v1.

What additional information does a RIP v2 message carry?

Subnet mask and Next Hop address.

By default, when you configure RIP on a Cisco router, which version does it run, which version messages does it send and which version messages can it receive?
It runs version 1 and sends version 1 messages. It can receive either version 1 or version 2 messages.

A router is running RIP version 1. How can you configure it to run version 2?

Router(config)#router rip
Router(config-router)#version 2
A router is running RIP version 2. How can you change it back to the default behaviour running version 1?

Router(config)#router rip
Router(config-router)#version 1

or

Router(config-router)#no version

Can RIP v2 redistribute summarised static routes?
Yes.

By default, will RIP v2 route correctly between discontiguous subnets?

No. It will still summarise to class boundaries.

What command should you give if you do not want RIP v2 to summarise to class boundaries?
Router(config-router)#no auto-summary
To what address does RIP v2 send its updates?
To multicast address 224.0.0.9. (RIPv1 sends updates as a broadcast 255.255.255.255.)

Why is the addressing of RIP v2 updates an improvement on RIP v1 updates?

Multicasts can take up less bandwidth. 
Multicasts involve less processing by devices other than routers. Any device that is not configured for RIP will recognise that the multicast address is not for it, and discard the message at Layer 2. A broadcast message must be processed through layer 3 and up to layer 4 before the host detects that it cannot process the message further.
Is it necessary to disable automatic summarisation to class boundaries in order for routers to send and receive supernet information?
No.
What is a supernet?

An aggregation of networks that can be addressed using a summary address, e.g. 192.168.0.0/16 for all the networks starting 192.168…

When troubleshooting, what checks should you make before you start to check the routing processes?
Check that all links are up and protocols are up. (If not, check the cabling.)

Check that all IP addresses and subnet masks are correct.

Which two show commands are most often used to check that routing is correctly configured?
Show ip route (for the routing table)

Show ip protocol (for details of the routing protocol)

Which command shows the routing updates being sent and received, and displays their contents?

Debug ip rip

Which command lists all the current configuration commands?
Show running-config  (show run)

What three configuration mistakes are common when using RIP?
Not all routers are using the same RIP version.

Network statements have errors.

Autosummary has not been disabled where there are discontiguous networks.

Which routing protocols support authentication?

RIPv2, EIGRP, OSPF, IS-IS, and BGP

Why is authentication of routing protocols desirable?

Prevents incorrect updates from devices that have been connected to the network and are running the protocol without the knowledge of the administrator. Prevents incorrect updates sent by an attacker and prevents attackers from tricking a router into sending updates to an unauthorised device.
Does authentication encrypt routing updates?
No. It just ensures that the routers that exchange updates are configured with the same password.
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